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Introduction 
This toolkit helps you to use the CEOP Education 11-18s website -  

Thinkuknow.co.uk/11_18 - as an engaging learning resource for young people 

aged 11 and over. 

Supporting your young people to explore the information, advice and guidance 

on our website will help them: 

• Develop confident, healthy approaches to sex, relationships and the 

internet.  

• Identify any negative behaviour they encounter, and respond with 

resilience.  

1. Introduction 

https://www.thinkuknow.co.uk/11_18
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• Know where they can access advice and guidance on these issues, in their 

own time.  

• Know where to go for help if they ever feel worried or threatened online 

or in a relationship.  

You should take time to familiarise yourself thoroughly with the content and 

structure of the CEOP Education website for 11- 18s before delivering any of the 

activities in this toolkit. 

 

 

The website   
The CEOP Education website for young people aged 11 and over covers a wide 

range of issues including online sexual abuse, nude image sharing, socialising 

online and sexual content online. 

The material provides young people with supportive information and advice, and 

clear guidance on how to access further support and report abuse. 

The content for 11-18 year olds can be accessed, alongside content for the 

under-11s, parents and carers, and professionals, at Thinkuknow.co.uk. 

 

 

The toolkit  

This toolkit helps you to transform the website from a reference tool into an 

engaging resource, with varied activities suitable for use in schools, youth work 

and other educational settings.  

All information on the CEOP Education website is relevant to young people aged 

11-18. However, the activities in this toolkit contain recommendations on how to 

make the content appropriate for discussion in group settings with two different 

age groups – young people aged 11-13 or 14+.  

We advise that you also use your professional judgement and knowledge of your 

young people to decide which age group the activities are suitable for use with.  

No fixed timings are given, as each activity includes opportunities for research 

and discussion which you should time to suit the young people you work with. 

As a guide, each activity will take between 30 to 60 minutes to deliver. 

This toolkit includes alternative and extension activities to support you in 

adapting your teaching to the needs and characteristics of individuals, or the 

https://www.thinkuknow.co.uk/
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group as a whole. We encourage you to make further adaptations which support 

the learning needs of the young people in your setting.  

The toolkit presents activities in two sections: 

• Topic by topic. Each activity examines a single issue through discovery, 

discussion and debate.  

• Exploring Thinkuknow.co.uk. These activities support young people to 

explore the website as a whole, or consolidate understanding of different 

topics. 

Please take each activity as an opportunity to encourage young people to return 

to the website in their own time to explore it further or seek support.  

 

 

Links to the UK curriculum 
This toolkit is not a progressive lesson plan, but a collection of activities on topics 

related to sex, relationships and the internet based on Thinkuknow.co.uk/11_18. 

Many of these address sensitive subjects, and would be most effectively and 

safely delivered within the context of a wider sex and relationships education 

programme. 

  

https://www.thinkuknow.co.uk/11_18
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Delivering activities safely and effectively 
As with any session addressing relationships and sex, it is your responsibility to 

ensure before delivery that: 

• The designated person responsible for safeguarding is aware that you are 

delivering this activity and is able to offer appropriate support. 

• Where relevant, other colleagues are aware that you are delivering the 

activity and you are confident with your organisation’s safeguarding 

procedure around disclosure. Young people are more likely to disclose 

worries and concerns after taking part in such activities, and staff across 

your organisation must be prepared to respond appropriately. 

2. Delivering activities 

safely and effectively 
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If during or after an activity a young person shows signs of distress or wishes to 

talk to you about a concern, you should support them by following the 

safeguarding policy within your organisation. 

 

 

Things to consider when planning 
When planning, you should also consider the following: 

• To your knowledge, does the content of an activity relate to specific 

incidents or concerns involving these young people, your organisation or 

community, or stories currently in the public eye?  

• What impact could this have on how young people respond to and 

participate in the activity, and how will you manage this to ensure positive 

learning outcomes in a safe environment? 

We do not recommend using these activities immediately after an incident or 

concern, as they may have a negative impact on young people. For example, it 

may draw attention to those who were involved, and could be seen as a form of 

victim blaming, highlighting what young people could have done in the situation. 

 

• Does your setting require you to notify parents and carers before delivery 

of an activity? Alternatively, would it enhance the learning outcomes from 

your session if parents received a letter or factsheet following the session? 

For a wide range of resources for parents and carers visit 

Thinkuknow.co.uk/parents or the Resources page at 

Thinkuknow.co.uk/professionals. 

 

 

Creating a safe, effective learning environment 
You should ensure young people feel safe to engage by establishing a nurturing 

environment of self-discovery and mutual respect. They should feel comfortable 

using words related to sensitive topics, and where all questions and comments 

are considered worthy of consideration.  

Ground rules 
A strong set of shared ground rules sets expectations and establishes 

boundaries. It is essential to establish, refresh, or remind young people of 

ground rules before starting any activity in this toolkit.  

http://www.thinkuknow.co.uk/parents
http://www.thinkuknow.co.uk/professionals
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The best ground rules are made by young people themselves. You can do this, 

for example, by asking them fill in the blanks in the following question: 

 ‘If I wanted to share my ideas it would help if the group would…and it would 

help if the group would not…’  

To save time, however, you might decide to present them with a pre-prepared 

set of expectations. Some groups will already have a standard set of ground 

rules which you can remind them of at the start of the session. 

However you create them, ground rules should include the following as a 

minimum: 

• Use language that will not offend or upset anyone.  

• When you give an opinion, that you try to explain your reasons.  

• Listen to the views of others and show respect.  

• If you disagree, comment on what was said, not the person who said it.  

• Do not share personal information about other people.  

• If you’re worried about something that has happened to you or a friend, 

talk to the teacher or an adult you trust after the session.  

• If there is a risk to young person’s safety, [facilitator names] may need to 

share information to protect that young person.  

 

 

Answering questions and helping young people find 

further support  
It is good practice to establish an ethos where young people understand that 

you do not ‘have all the answers’, but that they can expect your ongoing support.  

If you cannot answer a question or resolve an issue during a session, let young 

people know when you will get back to them, follow it up, and feed back to them 

in time.  

Guidance notes for each activity include details of relevant Thinkuknow pages 

and, where applicable, useful resources from other organisations. 

  

http://www.thinkuknow.co.uk/
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Managing inappropriate language and challenging 

statements 
Prepare sessions with the following strategies in mind: 

• Ensure that your ground rules include a commitment to choosing 

language carefully to avoid offence. 

• Throughout the session, encourage young people to express their 

thoughts openly. 

• If a young person uses inappropriate language, address this directly. 

Encourage them, and other young people, to suggest more appropriate 

language. Ask them to explain on what they mean, and help them to do so 

by introducing and explaining new vocabulary. 

• Explain why the language they used originally is inappropriate. 

• Encourage students to challenge each other’s opinions respectfully and 

constructively. 

• Guide them towards considering evidence from Thinkuknow.co.uk/11_18 

which challenges the view presented. 

• Never close down a discussion because a young person has used 

challenging vocabulary. 

• However, if you judge that a young person is being intentionally and 

persistently disruptive, and if it this is impacting on the learning of others, 

address this as a behaviour management issue according to normal 

procedure in your setting. 

 

 

Reporting abuse to the CEOP Safety Centre 
Empowering young people with knowledge of how and when to access further 

support from the CEOP Safety Centre and other organisations is a key learning 

outcome for the toolkit activities. 

To help with this, we recommend that you familiarise yourself with the CEOP 

Safety Centres reporting process by visiting www.ceop.police.uk. 

We strongly recommend that your organisation adds the ClickCEOP button to 

the front page of your website.  

http://www.thinkuknow.co.uk/11_18
http://www.ceop.police.uk/
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Please email ceopeducation@nca.gov.uk for further details. If this is not 

possible, young people should be referred to the ClickCEOP button at 

Thinkuknow.co.uk. 

 

 

 

 

Topic by topic 
Each of the following activities examines a single issue through discovery, 

discussion and debate. 

Each activity will take between 30 – 60 minutes, depending on the size of the 

group.   

  

3. Topic by topic 

mailto:ceopeducation@nca.gov.uk
https://www.thinkuknow.co.uk/
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11-13: Speed friending 

 

A lively role-playing activity which explores the nature of ‘friendship’ on social 

media, identifies risks and highlights ways to socialise safely online. 

Aims 
To develop young people’s: 

• Critical understanding of the nature of meeting people online.  

• Skills and confidence in evaluating the reliability of online information, 

identifying concerning or risky online behaviour, and applying knowledge 

of online safety during interactions. 

Resources 
• A set of Identity cards, cut into individual cards. For a larger group, either 

make additional cards, or make two sets and run two simultaneous ‘speed 

friending’ events. 

• Friendship log per young person. 

Delivery style 
• Group work. These activities have been designed to be active and 

engaging and encourage discussions as a whole group. This style is most 

suited to groups where young people know each other well and feel 

comfortable having discussions as a group. 

• Individual work. For individuals who prefer working alone, you can adapt 

each of the activities to be done as written work or one to one activities 

discussing with an adult their answers. This could be done before the 

main session, where young people would benefit from one to one work to 

think about the main topics first. 

• Pair or table work. For young people who work better in smaller groups, 

the activities can be carried out in pairs and then shared as a whole group 

or with an adult supporting a smaller group. 
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Instructions 

 

The qualities of friendship 
1. Seat young people in the two rows of chairs. 

2. Ask ‘What qualities and behaviours do you look for in a friend?’ and 

compile a list of key words as a group. 

3. Now ask ‘What qualities and behaviours do you look for in an online 

friend?’ and make a new list.  

4. Compare the two lists.  

Alternative activity (written): 

For those who need help with answers, you could create a list of qualities and 

behaviours (both positive and negative) and: 

• put these on separate cards and ask them to choose which ones they 

would look for in a friend. 

• put these on A4 pieces of paper and stick them up around the room. ask 

young people to add a sticker or a mark in pen on the qualities they would 

look for. Use a different colour for online friends. 

 

Making friends online 

1. Ask how young people go about making friends online. How is this 

different to how they make friends at school, for example? 

2. Tell them they are going to imagine this room is a messaging platform or 

game, where they don’t know anybody else and they are looking to make 

new online friends. 

3. Give each young person an Identity card and Friendship log.  

Key vocabulary 

 

Qualities: the features or characteristics of a person, for example kindness 

and respect. 

Behaviours: how someone acts, for example spending time with you. 

Online friends: someone you know only through the internet and have not 

met in person. 
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4. Explain that they will play this character during the activity and that this is 

the only information they are allowed to give in the chatroom. 

5. Explain that when you say ‘go’, they have 60 seconds to ‘meet’ the person 

opposite, find out about them, and decide whether they want to be their 

friend or not. To create a sense of urgency, you could find and display an 

online stopwatch. 

6. While chatting to their new potential friend, they should complete the 

friendship log next to the screen-name for that character. They should 

place a tick or cross on the log to show if they want to be friends with that 

character. 

Alternative activity (written): 

If young people find it difficult to write this volume of information, or for a 

quicker activity, use the partially completed friendship log. Ask young people to 

fill in the missing information for each character and then place a tick or cross 

on the log to show if they want to be friends with them. 

7. When 60 seconds is up, tell all young people in one of the rows to move 

one seat to the left, and repeat the exercise. You should continue 

repeating this activity until young people get back to the chair where they 

started. 

8. At this point, young people have spoken to half of the people. Depending 

on time, you can leave it there or allow them 5 minutes to mingle and try 

to meet everyone else. 

Alternative activity (practical): 

If young people find playing characters difficult, you could print out the cards 

and ask them to sort them into which people they would want to be friends with 

or not. 

 

Friendship decision making 

1. Once complete, seat young people in a circle. Ask them to consider their 

friending decisions. 

• What factors affected their decision to friend someone or not? 

• Refer back to the ‘Qualities’ lists from earlier in the session. Were 

any of these factors? 

• Was there any other information which they felt they needed 

before deciding? 

2. Ask young people playing the following characters to stand up: 
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• Shim432  

• GG225  

• Sunshine13  

3. As each person stands up, read out the hidden information below: 

• Shim432 - Isn’t really 14, they are actually 32. 

• GG225 - Has a criminal record for shoplifting clothes when they 

were 11, but hasn’t committed any crimes since. 

• Sunshine13 - Has a blog where they post messages and photos of 

people they don’t like and bullies them. 

4. After the hidden information is revealed about each character, ask the 

group if it changes their decision about friending them.  

If there are any questions about why Shim432 might be lying about 

his/her age, take the following line: we do not know why, but what does 

the fact that they are lying tell us about them? 

 

Key messages and close 

1. Ask young people what they think they should do if they are concerned 

about someone they have met online. To get more ideas, give them ten 

minutes to read the Thinkuknow.co.uk/11_18 page ‘Online friendships’. 

2. Bring the group back together and share ideas. Use this opportunity to 

correct misunderstandings and reinforce key messages that: 

• There are certain positive qualities and behaviours that we look for 

when we are making friends with people both online and offline. 

• Online, it can be easier for people to hide who they really are or 

their true intentions. 

3. Remind young people if they are ever worried about something that 

happens to them or a friend online, they can: 

• Tell a trusted adult 

• Speak to Childline (confidentially) 

• Report to the CEOP Safety Centre 

  

http://www.thinkuknow.co.uk/11_18
http://www.thinkuknow.co.uk/11_18/lets-talk-about/relationships/online-friendships
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Handout 1: Identity cards 
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Username Age Hobby Interesting Fact Friend? 

Footiemad16 
    

Shim432 
    

Bee170 
    

GG225 
    

Astor201 
    

Dee12 
    

RedRover48 
    

Abs94 
    

Pip75 
    

Indigo800 
    

Water60 
    

Rollo41 
    

Sunshine13 
    

Partysam15 
    

Flicker96 
    

Treetop72 
    

 

  

Handout 2: Friendship log 
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11-13+: Healthy friendships online   

 

A chat log activity which enables young people to identify unhealthy friendship 

behaviours and learn how to get support if they’re worried about an online 

friend.  

Aims 

To develop young people’s: 

• Ability to identify unhealthy relationship behaviours online.  

• Aspirations for their own healthy friendships.  

• Knowledge of sources of help and support, and how to report abuse. 

Resources 

• One copy of the Chat log per young person.  

• Access to an internet enabled device for young people 

Delivery style 

• Group work. These activities have been designed to be active and 

engaging and encourage discussions as a whole group. This style is most 

suited to groups where young people know each other well and feel 

comfortable having discussions as a group. 

• Individual work. For individuals who prefer working alone, you can adapt 

each of the activities to be done as written work or one to one activities 

discussing with an adult their answers. This could be done before the 

main session, where young people would benefit from one to one work to 

think about the main topics first. 

• Pair or table work. For young people who work better in smaller groups, 

the activities can be carried out in pairs and then shared as a whole group 

or with an adult supporting a smaller group.   
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Instructions 

 

Building friendships online 

1. Introduce the topic by asking young people to call out apps, games and 

websites where people chat and build friendships online.  

2. Go through the list and for each item, ask young people whether it offers 

private chat, group chat, or both. 

Alternative activity (practical): 

Display logos for popular apps, games and websites on pieces of paper around 

the room and ask young people to add a sticker or a mark in pen the ones they 

use to chat and build friendships online. Examples include: WhatsApp, Facebook 

and Facebook Messenger, Instagram, Roblox, Snapchat. Put three headings on 

the board: private chat, group chat and both. Ask young people to move each of 

the logos to under the appropriate heading on the board, based on whether the 

app offers private chat, group chat, or both. 

3. Briefly identify the positives and negatives of private chat. 

• Positives might include: fun, more personal, meet and get to know 

new people, builds trust, creates deep friendships. 

• Negatives might include easier to share information with 

untrustworthy people, potential for bullying, people might be more 

likely to say things or ask for things they wouldn’t in person, they 

might be pretending to be someone they’re not. 

 

Key vocabulary 

 

Private chat: an online conversation between two people.  

Group chat: an online conversation between more than two people.  

Qualities: the features or characteristics of a person, for example kindness 

and respect. 

Healthy: good for you. 

Unhealthy: not good for you. 

Online friends: someone you know only through the internet and have not 

met in person. 
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The qualities of friendship 

1. Ask young people to write a list the qualities that they want all of their 

friendships to have.  

2. Discuss answers with the group and read through the 

Thinkuknow.co.uk/11_18 ‘Healthy friendships’ article together.  

Alternative activity (written): 

Give young people a list of healthy relationships qualities (see ‘Healthy 

friendships’ article) and ask them to choose the quality that is most important to 

them and explain why.  

 

Healthy and unhealthy friendship qualities 

1. Hand out copies of Chat log, and read the dialogue out loud.  

2. As a group, discuss:  

• Why are Mac11 and BM_19 chatting to each other? What are their 

intentions? 

• How do you think BM_19 is thinking and feeling at the beginning of 

the conversation?  

Alternative activity (written): 

Display visual prompts of a range of labelled emotions on a slide and ask young 

people to make a list of the ones they think BM_19 might be feeling. 

• Is there anything worrying about this conversation at the end? What 

might happen next? 

3. Tell young people: BM_19’s name is Ben and he is a 14 year old boy.  

4. Ask young people to use the information on the Thinkuknow.co.uk/11_18 

‘Online friendships’ article to:  

• Mark the chat log with the warning signs that Mac11 showing 

unhealthy friendship qualities and/or behaviours.  

• Note down three people or organisations that Ben can go to for 

help.   

 

Key messages and close 

1. Bring the group back together. Make sure they are clear on how Ben can 

get support [a parent/carer/trusted adult, CEOP, Childline]. 

http://www.thinkuknow.co.uk/11_18
http://www.thinkuknow.co.uk/11_18/lets-talk-about/relationships/healthy-friendships
http://www.thinkuknow.co.uk/11_18/lets-talk-about/relationships/healthy-friendships
http://www.thinkuknow.co.uk/11_18/lets-talk-about/relationships/healthy-friendships
http://www.thinkuknow.co.uk/11_18
http://www.thinkuknow.co.uk/11_18/lets-talk-about/relationships/online-friendships
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2. Reinforce key messages: 

• Meeting and chatting to people online does have a lot of benefits 

for young people but it can also have a negative impact. 

• For a friendship, online or offline, to be healthy, it should have a 

positive impact on your life. 

• There are some warning signs to look out for when making friends 

with someone online that might indicate it is an unhealthy 

friendship. 

2. Close the session by reminding young people if they are ever worried 

about something that happens to them or a friend online, they can: 

• Tell a trusted adult 

• Speak to Childline (confidentially) 

• Report to the CEOP Safety Centre 
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Handout 3: Chat log 

Mac11:  Hey, how are you? x  

BM_19:  I’m good thanks you? 

Mac11:  Better now we are talking  

BM_19:  Me too  

Mac11:  Was just looking at your birthday pics on here, you look so  

  good  

BM_19:  Thankssss 

Mac11:  We should talk later  

BM_19:  We are talking now! 

Mac11:  No like properly, on video chat  

BM_19:  I would rather talk on here  

Mac11:  Why?  

BM_19:  I’m just really shy   

Mac11:  But if we are going to be there for each other, we need to  

  speak properly. You do like me don’t you? 

DM_19:  Ok  

Mac11:  Looking forward to it. Don’t tell anyone about it though 

BM_19:  Why not?  

Mac11:  Don’t worry about that. Let’s just chat later… and maybe I’ll   

get you those trainers you want afterwards 
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14+: Sending nudes 

 

Young people use the CEOP Education 11-18s website to learn the facts about 

sending nudes, understand the motivations behind sending nudes and what 

could happen after.  

Further activities on sending nudes for 11-14 year olds can be found in the CEOP 

Education resource Send me a pic?. 

Aims 

To develop young people’s understanding of: 

• why someone might share a nude photo of themselves 

• the risks young people can encounter in sharing nudes 

• where to go to for help if a nude image has been shared around. 

Resources 

• Statements for each pair of young people 

• Email template for each young people (extension activity) 

• Access to an internet enabled device for young people 

Delivery style 

• Group work. These activities have been designed to be active and 

engaging and encourage discussions as a whole group. This style is most 

suited to groups where young people know each other well and feel 

comfortable having discussions as a group. 

• Individual work. For individuals who prefer working alone, you can adapt 

each of the activities to be done as written work or one to one activities 

discussing with an adult their answers. This could be done before the 

main session, where young people would benefit from one to one work to 

think about the main topics first. 

• Pair or table work. For young people who work better in smaller groups, 

the activities can be carried out in pairs and then shared as a whole group 

or with an adult supporting a smaller group.   

 

 

 

http://www.thinkuknow.co.uk/professionals/resources/send-me-a-pic
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Instructions 

 

Sharing selfies 
1. Start the conversation by asking young people to think about celebrities 

who post selfies on social media (not nude or semi-nude images). You 

may wish to search for the current most popular pictures on Instagram 

and display a few images as prompts. 

2. Ask young people why they think some individuals choose to share these 

images with the world. What kind of pictures do these individuals typically 

share, and what impact does this have on their reputation?  

3. Ask what other motivations someone might have to share a picture of 

themselves, either with just one other person or with lots of people, 

encouraging them to think about their peers.  

• For example, to present themselves in a certain way; to share a fun 

or exciting moment; to make someone laugh; because they fancy 

each other; to attract attention 

Young people may express victim-blaming attitudes during this learning 

activity. For example, being critical of a young person who has taken and shared a 

nude of themselves.  

 

It’s important that young people understand that someone is never at fault for 

any abusive behaviour they are subjected to after sending a nude.  

Victim-blaming attitudes will need to be challenged in a constructive and 

supportive way that encourages young people to think critically about the 

language they use.  

 

Read more about how to challenge victim-blaming attitudes in our article for 

professionals – www.thinkuknow.co.uk/professionals/our-views/challenging-

victim-blaming-attitudes. 

Key vocabulary 

 

Selfie: a photo someone has taken of themselves, sometimes with other 

people and often shared on social media. 

Motivation: a reason for doing something. 

Reputation: a general opinion widely held about someone. 

Nudes: naked or semi-naked images. 

http://www.thinkuknow.co.uk/professionals/our-views/challenging-victim-blaming-attitudes
http://www.thinkuknow.co.uk/professionals/our-views/challenging-victim-blaming-attitudes
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Alternative activity (written): 

Create and display a slide with examples of selfies on one side and a list of 

motivations on the other. Ask young people to match the selfie example with the 

possible motivation for sharing it with one person or a number of people and 

write down their answers. Ask young people to write down next to each example 

whether they think that selfie would be shared with a number of people 

(perhaps on social media) or just one person. 

For example: selfie with a puppy = to share a fun/exciting moment, selfie 

wearing a horse mask = to make someone laugh.  

 

Sharing nudes 
1. Now ask young people about why a young person might choose to share 

a nude with another young person/people.  

2. Collect ideas from young people and then share the full list of reasons 

that were identified in our Digital Romance report 

(www.thinkuknow.co.uk/professionals/guidance/digital-romance a 

research project between CEOP and the sexual health charity Brook): 

• With a trusted boyfriend/girlfriend within a relationship 

• Flirtation with someone they are interested in 

• Fun with friends 

• Because they are confident in their body and want to show it 

• Pressure from a friend or a partner (Highlight that this is abuse, and 

it is always unacceptable to try to pressure someone into doing 

something they don’t want to do) 

• Sharing someone else’s nude in revenge (for example, after a 

break-up) 

Alternative activity (practical): 

Provide each young person with a red and a green coloured card. Read out each 

of the reasons detailed above and ask young people to identify whether it is 

positive (green) or negative (red) by holding up the relevant colour card. 

 

What could happen? 
1. Write ‘What could happen after someone shares a nude?’ on the board or 

on a large sheet of paper.  

http://www.thinkuknow.co.uk/professionals/guidance/digital-romance
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2. Ask young people to suggest answers. Ensure that discussion covers:  

• Nothing – in most cases nothing bad happens when nudes are 

shared. Young people will not be subjected to abusive behaviour. 

(78%) 

• However in some cases:  

• young people are pressured or threatened to send more 

(14%) 

• young people are bullied or harassed because they have 

shared nudes (14%)  

• young people have their nudes shared with others without 

their consent (17%) 

(Statistics are from Internet Matters ‘Look at me’ report) 

 

Is this abuse? 
1. Ask young people to read the Thinkuknow.co.uk/11_18 page ‘Sending 

nudes’. 

2. Give each pair a Statements handout . Ask them to read each statement 

and cross out the incorrect option, based on what they have learnt from 

reading the ‘Sending nudes’ article.  

3. When the young people have completed the worksheet, as a whole group 

agree and read out the correct answers which are underlined below. 

• Pressuring someone to send a nude when you’re in a relationship is 

abusive 

• It is abusive to send on an indecent picture or video of someone 

without their consent. 

• If you’ve already shared a nude there are steps you can take. 

• Social media sites don’t allow naked images of people under 18. 

• If a nude image of an under-18 has been shared online, Report 

Remove can help to get it taken down.  

• Young people can report to CEOP online about sexual abuse.  

• It’s illegal to take or share an ‘indecent’ (nude) picture of someone 

under 18, including yourself. But the law is there to protect young 

people, not to get them into trouble if they didn’t intend to hurt 

anyone 

4. Explain that a young person who has shared a nude image of themselves 

http://www.internetmatters.org/wp-content/uploads/2020/06/Internet-matters-look-at-me-report-1.pdf
http://www.thinkuknow.co.uk/11_18
http://www.thinkuknow.co.uk/11_18/lets-talk-about/nudes/sending-nudes
http://www.thinkuknow.co.uk/11_18/lets-talk-about/nudes/sending-nudes
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would not be treated as a criminal by the police (unless it was shared with 

the intention to harm another person).  

However, where police are notified that a young person has shared a 

nude of another under-18 year old, further action may be taken.  

Further information for professionals is available here - 

www.thinkuknow.co.uk/professionals/guidance/outcome-21-guidance] 

Alternative activity (discussion): 

Deliver this activity by making a slide displaying the statements, and work with 

the group to delete the incorrect option together. 

 

Key messages and close 
1. Bring the group back together. 

2. Reinforce key messages: 

• People share selfies, including nude selfies, for a number of 

reasons. 

• Most of the time when people send nude selfies nothing happens, 

but sometimes young people might encounter negative effects, 

such as bullying, pressure to send more nude images or the nude 

image being shared around. 

• Being pressured to send a nude selfie, or having a nude selfie sent 

on without your consent, is abusive and is never ok, regardless of 

the situation. 

• If you have already sent a nude selfie, there are steps you can take 

and sources of support. 

3. Remind young people that if they’re worried about online sexual abuse or 

the way that someone has been communicating with them or a friend 

online, they can: 

• Tell a trusted adult 

• Speak to Childline (confidentially) 

• Report to the CEOP Safety Centre 

 

 

 

 

 

http://www.thinkuknow.co.uk/professionals/guidance/outcome-21-guidance
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Extension activity 

 
1. Explain to young people that they will be giving advice to a young person 

called Alex. Explain that the characters in this scenario could be any 

gender.  

2. Read out the following: Alex is in a new relationship with someone who 

has asked them to send a nude photo. Alex decides to send the photo as 

they really like this person. Later, Alex starts to question whether sending 

the photo was the right thing to do and is worried about other people 

finding out about the photo.  

3. Alex decides to post on an online forum that young people use to get 

advice from counsellors on problems they’re having.  

4. Ask young people to take on the role of the counsellor and write the 

response to Alex, offering support and advice. To make sure they give Alex 

the best advice, ask young people to re-read the Thinkuknow.co.uk/11_18 

page ‘Sending nudes’. 

5. Hand out the Email template, and give young people the following 

prompts:  

Your email should: 

• Show that you understand why Alex might have sent the selfie 

• Let Alex know that it is never too late to get help and explain what 

they can do 

• Explain that in the future there are lots of ways to say no if 

someone asks Alex to send a nude photo 

You may also choose to display sentence starters, such as ‘You should…’ / 

‘We would advise…’ /  ‘Don’t forget…’  / ‘I understand that you sent the 

photo because…’ / ‘You can get help by…’, on a slide to assist young people 

with writing their response. 

6. As a whole group, ask young people to share some of the advice that they 

have written and decide on the top three pieces of advice.  

  

http://www.thinkuknow.co.uk/11_18/
http://www.thinkuknow.co.uk/11_18/lets-talk-about/nudes/sending-nudes
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1 
Pressuring someone to send a nude when you’re in a relationship is 

abusive / OK. 

2 
It is not / is abusive to send on and indecent picture or video of 

someone without their consent. 

3 
If you’ve already shared a nude there are steps you can take to get 

help / there is nothing you can do. 

4 Social media sites do / do not allow naked images of people under 18. 

5 
If a nude image of an under-18 has been shared online, Report Remove 

/ Report Rewind can help get it taken down. 

6 Young people can report to CEOP online / by text about sexual abuse. 

7 
It’s illegal / legal to take or share an ‘indecent’ (nude) picture of someone 

under 18, including yourself. But the law is there to protect young 

people, not to get them in trouble if they didn’t intend to hurt anyone. 

 

  

Handout 4: Statements 
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Handout 5: Email template 
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14+: When nudes get shared around 

 

Young people analyse a fictional news story in which nude pictures of a 17 year 

old star are leaked online. 

Further activities on sending nudes for 11-14 year olds can be found in the CEOP 

Education resource Send me a pic?. 

Aims 

To develop young people’s: 

• understanding of issues around sharing intimate pictures online, including 

trust, privacy, responsibility and the role of the media 

• knowledge of the law on sending and sharing sexual images 

Resources 

• One copy of News story per young person 

• Access to an internet enabled device for young people 

Delivery style 

• Group work. These activities have been designed to be active and 

engaging and encourage discussions as a whole group. This style is most 

suited to groups where young people know each other well and feel 

comfortable having discussions as a group. 

• Individual work. For individuals who prefer working alone, you can adapt 

each of the activities to be done as written work or one to one activities 

discussing with an adult their answers. This could be done before the 

main session, where young people would benefit from one to one work to 

think about the main topics first. 

• Pair or table work. For young people who work better in smaller groups, 

the activities can be carried out in pairs and then shared as a whole group 

or with an adult supporting a smaller group.   

 

 

 

 

 

 

http://www.thinkuknow.co.uk/professionals/resources/send-me-a-pic


CEOP Education Toolkit for 11 – 18s 

Page 31 

 

Instructions 

 

Celebrity gossip news story 

1. Introduce the exercise by asking the group to think about where and how 

they find out about celebrity gossip. For example, social media pages, 

magazines, websites. What type of story might they expect to read about? 

Why do they think these stories are so popular? 

2. Explain that you will be discussing a fictional scandal (based on real 

stories) in today’s session.  

3. Hand out the News story and read it together. Ask the group how they 

think Chloe might be feeling. Ask them to justify their responses and draw 

out key ideas, including the distress and isolation of being bullied in public 

and by anonymous sources, and the impact of images being shared and 

re-shared (re-victimisation). 

 

 

 

Young people may express victim-blaming attitudes during this learning 

activity. For example, being critical of a young person who has taken and shared a 

nude of themselves.  

 

It’s important that young people understand that someone is never at fault for 

any abusive behaviour they are subjected to after sending a nude.  

Victim-blaming attitudes will need to be challenged in a constructive and 

supportive way that encourages young people to think critically about the 

language they use.  

 

Read more about how to challenge victim-blaming attitudes in our article for 

professionals – www.thinkuknow.co.uk/professionals/our-views/challenging-

victim-blaming-attitudes. 

Key vocabulary 

 

Nudes: naked or semi-naked images. 

Non-consensual nude image sharing: when naked or semi-naked images 

are shared without the consent (permission) of the person in the images. 

http://www.thinkuknow.co.uk/professionals/our-views/challenging-victim-blaming-attitudes
http://www.thinkuknow.co.uk/professionals/our-views/challenging-victim-blaming-attitudes
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The impact of non-consensual sharing of nudes 

1. Lead a brief discussion based on the following question, explicitly 

addressing and any victim-blaming language. 

• What impact could this incident have on Chloe’s life? 

You might wish to display visual clues to prompt young people’s answers. 

For example, an image of a group of people to represent Chloe’s 

family/friends, an image of a couple to represent Chloe’s relationship, an 

image of a head or brain to represent Chloe’s mental health.  

2. Try to draw out the following answers:  

• Chloe, like other people who have experienced this, may find the 

experience extremely distressing. She may need the right support 

to rebuild her confidence, self-esteem, and relationships in the 

future.  

• Chloe may find it difficult to go to work and be out in public, she 

may miss the opportunities and results she deserves.  

3. Ask young people to underline three parts of the news story which 

demonstrate that Chloe has been treated unfairly by the media, social 

media users or her boyfriend.  

4. Discuss or ask young people to write down why it’s unfair for Chloe to 

have been treated or spoken about this in this way.  

5. Possible answers include:  

• “Airing her dirty laundry” - Chloe has blamed for even though she 

wasn’t the person to share these pictures with the public.   

• “It’s a disgraceful example to set to other young people. She 

shouldn’t have done it and she deserves all the bad press she 

gets” – Unlike the person who leaked the pictures, Chloe did not 

want to upset anyone by sending the pictures and does not deserve 

ill-treatment.  

• “A source close to the couple said that Chloe’s current 

boyfriend, Lee Autone, was paid to share scandalous pictures 

of Tean.” – If true, this is a breach of Chloe’s privacy rights. It would 

be wrong of the journalist to request these images and for the 

boyfriend to share them.  

 

Who’s responsible? 

1. Ask young people to discuss in pairs:   
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• Who do you think is most at fault for the pictures being so 

widespread and why?  

Explain that their answer should either be Lee or the media – Chloe 

is not at fault for the images being shared widely. 

2. Explain that young people have five minutes to prepare their response to 

the questions. They will then make their case to the whole group. They 

should plan their arguments carefully and make notes. They should try to 

be as persuasive and convincing as possible, and prepare to be 

challenged.  

3. Ask young people to go to one side of the room if they think Lee is more 

at fault, and the other side if they think the media is.    

4. Ask each people from each side of the room why they think that person is 

at fault, and then lead an open debate by encouraging young people to 

respond to each other’s points. 

Alternative activity (written): 

You could ask young people to write down their arguments on posters and then 

either present to the group, or leave them around the room for the rest of the 

students to view.  

5. Finally, ask young people to imagine that instead of being a celebrity, 

Chloe is a girl at their school. Instead of the pictures being published in 

the media, they have been shared on social media and around school. Ask 

young people, in pairs, read the ‘When nudes get shared around’ article to 

write down three pieces of advice they would give Chloe on how to get 

help. 

 

Key messages and closing 

1. Bring the group back together. 

2. Reinforce key messages: 

• Non-consensual nude image sharing can have a devastating impact 

on the person in the image. It may affect their confidence, self-

esteem, mental health, and friendships and relationships. It may 

also affect their education or school. 

• Often the person in the image can be subjected to blame and 

negative comments, but it is important to remember that it is never 

their fault. The only person at fault is the person who is sharing the 

image without consent. 

• There are steps you can take if your nude or someone else’s nude is 

http://www.thinkuknow.co.uk/11_18/lets-talk-about/nudes/when-nudes-get-shared-around
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being shared around without consent. 

3. Remind young people that if they’re worried about online sexual abuse or 

nude images being shared non-consensually, they can: 

• Tell a trusted adult 

• Speak to Childline (confidentially) 

• Report to the CEOP Safety Centre 

 

Extension activity 
 

You could further extend the scope of the discussion around media 

standards, privacy, freedom of the press and social responsibility by 

asking the following questions after the debate: 

• Why do you think this story generated so much interest from the 

media and the public? 

• Should the media have the right to publish stories about 

individuals’ personal lives? 
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Handout 6: News story 

Chloe Tean airs laundry for all to see! 
Nudes of influencer shared in shocking leak 

17 year fashion influencer, Chloe Tean, has 

been left devastated after several nude and 

semi-nude images of her were leaked 

online at the weekend. 

 

The raunchy images were anonymously 

shared on the popular gossip blog 2clan, 

and have since been reposted on various 

social media sites. 

 

Facing a different type of exposure than the 

young star is used to, Tean was spotted 

slipping out of her 5* London hotel this 

morning. Shielding her face from the 

cameras as she headed to her car, Tean is 

no doubt headed for somewhere more 

private to hide away. 

 
 

People have been quick to take to social 

media to comment on the situation. Many 

of her fans are showing their fierce support, 

branding the incident a sex crime and a 

huge breach of personal privacy. 
 

Others have raced to condemn the star for 

taking the images in the first place. One 

social media user commented “It’s a 

disgraceful example to set to other young 

people. She shouldn’t have done it and she 

deserves all the bad press she gets!” 

 

Bad press or not, some online bloggers have 

even gone on to claim that these events 

were deliberately planned by her PR team to 

raise the influencers media profile just 

weeks ahead of her new fashion line is 

released. 

 

That’s not the only rumour that suggests the 

leak wasn’t an accident. A source close to 

the couple said that Chloe’s current 

boyfriend, Lee Autone, was paid to share 

scandalous pictures of Tean. 

 

The two have been seeing each other for 

five months after she appeared in the latest 

video for Lee’s band, The Over-Auto Tuners. 

 

At the moment the source of the leak 

remains unconfirmed, but it is thought that 

the police have been called to investigate. 

 

Comments from her legal representatives 

have asked for respect and privacy for Tean 

and her family during this difficult time. 
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Exploring the CEOP Education 11-18s website 

 

These activities support young people to explore the website as a whole, or 

consolidate understanding of different topics. 

  

4. Exploring the CEOP 

Education 11-18s website 
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Bingo 

 

A good first introduction to the website, this group activity familiarises young 

people with the content and structure of CEOP Education 11-18s website as a 

whole. 

Aims 
To develop young people’s: 

• Understanding of the range of topics and materials offered on the 

website. 

• Knowledge of where to go for help and information relating to 

relationships, sex, and problems online. 

Resources 
• Enough copies of the age-appropriate (either 11-13 or 14+) Bingo cards, 

per small group.   

• Young people need access to an internet enabled device. 

Instructions 
1. Organise young people in pairs or small groups. 

2. Write up the phrase ‘The internet, relationships and you’. Ask young 

people if they know any websites or organisations that can help if they 

ever have any worries about relationships online.  

3. Introduce the CEOP Education 11-18s website (Thinkuknow.co.uk/11_18).  

4. If your setting allows young people to carry phones, suggest each group 

uses one or more smartphones to access the site for this activity. This will 

further encourage them to return to the site in their own time, on their 

own devices. 

5. Hand out the Bingo Cards, and explain to young people that they are 

racing the other groups to a ‘full house’ by hunting the website for 

information to complete each box on the card. Tell them to call ‘Bingo’ 

when they have completed the card. 

6. Give young people up to 15 minutes to complete the cards. 

7. When you have a winner, go through the card with the whole group and 

ask for responses. Seek opportunities to identify and address 

misunderstandings. 

8. Ask young people if they have any questions, and address these or make 

it clear when you will be able to. 

http://www.thinkuknow.co.uk/11_18
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9. End the session by reminding people about how to report using the 

ClickCEOP button, and asking them where else online they can find it (For 

example school website, Facebook and other social media sites. Return to 

seats, and start a discussion by asking groups to justify why they chose 

their number one piece of advice. Use this discussion to identify and 

correct any misunderstandings, and ensure that young people 

understand each piece of advice in context. 

 

Extension activity 
 

Ask young people to draw a 3 x 3 grid and give them time to create their own 

Bingo Card for another group. Swap cards and then play as above. 
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1 thing you can do if 

you’re worried about 

something that’s 

happened online 

Childline’s phone number  
2 tips for being safe while 

live streaming 

The ClickCEOP reporting 

button (draw it) 
Definition of a ‘catfish’ 

3 qualities of a healthy 

relationship  

1 tip for using social 

media 

3 organisations young 

people can contact for 

help 

1 thing to look out for 

when you’re online 

gaming 

 

  

1 thing you can do if 

you’re worried about 

something that’s 

happened online 

Childline’s phone number  
2 tips for being safe while 

live streaming 

The ClickCEOP reporting 

button (draw it) 
Definition of a ‘catfish’ 

3 qualities of a healthy 

relationship  

1 tip for using social 

media 

3 organisations young 

people can contact for 

help 

1 thing to look out for 

when you’re online 

gaming 

Handout 7: 11-13 Bingo card 
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3 things to look out for 

when you’re online 

gaming 

Childline’s phone number  
1 effect of nudes getting 

shared around 

The ClickCEOP reporting 

button (draw it)  

1 warning sign of online 

grooming 

3 qualities of a healthy 

relationship 

Definition of a ‘catfish’ 

3 organisations young 

people can contact for 

help  

A fact about sex and the 

law  

 

3 things to look out for 

when you’re online 

gaming 

Childline’s phone number  
1 effect of nudes getting 

shared around 

The ClickCEOP reporting 

button (draw it)  

1 warning sign of online 

grooming 

3 qualities of a healthy 

relationship 

Definition of a ‘catfish’ 

3 organisations young 

people can contact for 

help  

A fact about sex and the 

law  

  

Handout 8: 14+ Bingo card 
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Test the teacher 

 

Young people test your knowledge of the apps, games, social networks and 

websites they use most. This is a great way to start conversations about life 

online. 

Aims 

• To develop teacher knowledge of the apps, games, social networks and 

websites young people use most, and insight into the way they behave 

online.  

• To develop young people’s critical awareness of their own online 

preferences and behaviours, and the positive features and risks posed by 

different services. 

Resources 

• Print copies of the Test grid on A3 sheets. 

Instructions 

1. Give each small group of young people a Test grid. 

2. Explain to young people that they are going to test you on their life online. 

3. Young people should create their own quiz based on their favourite apps, 

games, social networks and websites. They should write a clue in each 

hexagon - these could be initial letters, or a drawing of a logo, or both. 

4. Attempt one grid, inviting young people from other groups to help you. 

The aim is to move from left to right across the grid by correctly answering 

questions. 

5. To start, select a hexagon from the far left side of the grid. If you answer 

correctly, select an adjoining hexagon to the right. If you answer 

incorrectly, ask for a clue and try again; if you still get it wrong, select 

another hexagon above or below the original. You have completed the 

grid when you reach the right hand side. 

6. Following each answer, ask young people to suggest one positive feature 

of the service and one potential negative feature. Use the opportunity to 

find out as much as possible about services you have not heard of before. 

7. Other grids can be saved for future sessions. 
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S
ta

rt 

 

 

  

Handout 9: Test the teacher grid 

E
n

d
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Online safety posters 

 

A peer education activity where young people find creative ways to present key 

messages on how to be safer when navigating topics like relationships, sex and 

consent and socialising online.  

Aims 

To develop young people’s: 

• Understanding of key messages on how to be safer online.  

• Confidence and skills in articulating and discussing complex issues around 

sex, relationships and socialising online. 

Resources  

• A2 or A3 paper for posters.  

• Young people need access to an internet enabled device. 

Instructions 

1. Decide how many groups to work with and select a different article from 

the ‘Let’s talk about’ section on the CEOP Education 11-18s website 

(Thinkuknow.co.uk/11_18) for each group. Use your knowledge of the 

young people you work with to choose an article from a category 

appropriate for group discussion.  

We recommend:  

• young people aged 11-13 are allocated an article from the 

socialising online, relationships, online safety or support categories.  

• young people aged 14+ are allocated an article from the sex and 

sexual content online, sexual abuse, relationships or nudes 

categories. 

2. Explain to young people that they are going to use information from an 

article on the website and make a poster about it for their peers. 

3. Write up and talk young people through the following: 

• Aim: make a poster which presents a key piece of advice for your 

peers 

• The message should be clear, easy to understand, and give advice 

without being scary 

 

 

http://www.thinkuknow.co.uk/11_18
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Alternative activity (practical): 

Ask young people to work in their groups to create a short film to convey the 

information from the website article. The films should portray the key advice in a 

clear and easy way. 

4. Give groups 15 minutes to read their article and agree a draft message for 

their poster. Explain that the posters should be positive and not victim-

blame young people for anything that happens to them as a result of their 

online activity. The poster should help young people spot warning signs 

and get help when something happens online.  

5. They should not start making their poster until they have checked their 

message with you. Circulate, check and approve messages. Where 

necessary, work with groups to adapt the message to bring it in line with 

content on the CEOP Education 11-18s website (Thinkuknow.co.uk/11_18).  

For example: When planning to meet up with someone you met online, 

you should always speak to an adult you trust first. There are also safer 

ways to meet up by choosing a public location during the day. would be 

appropriate messages to convey from thinkuknow.co.uk/11_18/lets-talk-

about/relationships/meeting-up-with-someone-you-met-online/  

6. Give groups a further 15 minutes to create posters. 

7. Stick posters on walls around the room and give young people 5 minutes 

to circulate and read them. As they look at each, they should write down 

at least one question it makes them want to ask. 

8. Now ask young people to return to their own posters. Focusing on each 

poster in turn, first ask its designers to explain how their message will 

help young people stay safe, then encourage audience members to ask 

the questions they wrote as they circulated. Encourage the designers to 

respond, but offer plenty of support, clarification and guidance as 

necessary. 

Alternative activity (practical): 

Next to each poster place a box and slips of paper for young people to write 

their questions on and post into the box anonymously. The group responsible 

for each poster could then read out the questions they have been asked and 

give their answers. 

9. To end the session, organise a vote on which poster would help young 

people the most. Encourage young people to return to the CEOP 

Education 11-18s website in their own time to learn more about all of the 

topics, and more. 

http://www.thinkuknow.co.uk/11_18
file://///soca.local/Category_B_Data/CEOP%20Cat%20B/Harm%20Reduction/Thinkuknow/07%20PROJECTS/New%2011-18s%20website/Toolkit/thinkuknow.co.uk/11_18/lets-talk-about/relationships/meeting-up-with-someone-you-met-online/
file://///soca.local/Category_B_Data/CEOP%20Cat%20B/Harm%20Reduction/Thinkuknow/07%20PROJECTS/New%2011-18s%20website/Toolkit/thinkuknow.co.uk/11_18/lets-talk-about/relationships/meeting-up-with-someone-you-met-online/
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Extension activity 

Ask young people to create a table with the following columns – article name, 

topic area and key messages. Ask young people to circulate the room again 

and fill in that information for each of the posters made by their peers. 
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Public service announcements 

 

A drama activity to run over several sessions, in which young people work 

together to present key messages on staying safer online for an audience of 

their peers. 

Aims 

To develop young people’s: 

• Understanding of key messages on staying safer online. 

• Confidence and skills in articulating and discussing complex issues around 

sex, relationships and socialising online. 

Resources  

• Young people need access to an internet enabled device. 

 

Instructions 
1. When establishing or reiterating ground rules you should also include 

expectations around participation in drama. 

2. Decide how many groups to work with and select a different article from 

the ‘Let’s talk about’ section on the CEOP Education 11-18s website 

(Thinkuknow.co.uk/11_18) for each group. Use your knowledge of the 

young people you work with to choose an article from a category 

appropriate for group discussion. We recommend:  

• Young people aged 11-13 are allocated an article from the 

socialising online, relationships, online safety or support categories.  

• young people aged 14+ are allocated an article from the sex and 

sexual content online, sexual abuse, relationships or nudes 

categories. 

3. Tell young people that they will be making their own ‘Public service 

announcements’ for an audience of young people, with the aim of helping 

them stay safe online.  

4. Tell young people their 3-minute performances should:  

• define the issue 

• highlight the risks 

• give tips for staying safe 

• and give clear information on where to find help and support.  

http://www.thinkuknow.co.uk/11_18
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Write up and display these criteria throughout the rehearsal time, and as 

you circulate, draw attention back to them as necessary. 

5. Allow time for groups to research, devise and rehearse their 

performances. 

6. Give each group a turn to perform their drama. After each performance, 

make time for comments and questions from the audience, and 

encourage discussion of the issue. Use this as an opportunity to reinforce 

key information, safety messages and sources of support, and to correct 

any misunderstandings. 

7. Following performances, lead a brief self- or peer-assessment activity, in 

which young people identify three strengths and three areas for 

improvement in their own or others’ performances. 

  



CEOP Education Toolkit for 11 – 18s 

Page 48 

Top five 

 

Suitable for young people who are already familiar with the CEOP Education 11-

18s website, this activity asks them to scan the website for key messages, and 

prioritise those they think could make the biggest difference in helping their 

peers to be safer online. 

Aims 

To develop young people’s: 

• Knowledge of key messages about how to be safer in relation to sex, 

relationships and socialising online. 

• Understanding of the difference acting on these messages could make to 

them in practice. 

Resources  

• A2 or A3 for each small group.  

• Young people need access to an internet enabled device. 

Instructions 

1. Ask young people to think about a time when someone gave them some 

advice. Did they want the advice? Was it helpful or not? If they acted on it, 

did it make a difference? 

2. Ask young people what makes a good piece of advice. Take and list 

suggestions (For example: clear and easy to understand; practical and 

easy to act on; makes you feel better; relevant to you). 

3. The CEOP Education website contains a lot of advice for young people on 

ways to be safer when navigating sex, relationships and socialising online. 

Tell young people they are going to search the website to decide which 

they think are the best pieces of advice, those which could make the most 

difference to young people their age. 

4. Divide the class into small groups and allocate each group a category from 

the ‘Let’s talk about’ section on the CEOP Education 11-18s website 

(Thinkuknow.co.uk/11_18). We recommend:  

• young people aged 11-13 are allocated an article from the 

socialising online, relationships, online safety or support categories.  

• young people aged 14+ are allocated an article from the sex and 

sexual content online, sexual abuse, relationships or nudes 

categories. 

http://www.thinkuknow.co.uk/11_18
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5. Give young people 20 minutes to scan the articles within that category, 

noting down all the advice they think is useful. Encourage them to look 

back at the list of criteria for good advice you made earlier. 

6. Next, ask young people to read over the advice they’ve noted down and 

make a list, in order of usefulness, of the best five pieces of advice.  

7. Give groups of young people a A3 or A2 sheet of paper. Ask them to add 

their top piece of advice to the poster.  

8. Put pieces of paper on a wall or around the room and allow young people 

to circulate and view them all. 

9. Return to seats, and start a discussion by asking groups to justify why they 

chose their number one piece of advice. Use this discussion to identify 

and correct any misunderstandings, and ensure that young people 

understand each piece of advice in context. 

10. Guide the whole group in agreeing a Top 5 together, based on their group 

work, and write it up. 

11. Close the session by asking young people if there is any advice they would 

give their peers about being safer online which they did not see on 

Thinkuknow.co.uk/11_18. Manage discussion carefully, reinforcing good 

advice and encouraging the group to challenge bad advice.  

 

 

 

 

 

 

 

 

 

 

  

http://www.thinkuknow.co.uk/11_18
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Dominoes 

 

A card-matching game for young people to play in groups. This activity is best 

delivered once young people have spent significant time exploring the website 

and its themes. It works well as a follow-up to the Online safety posters and 

Public service announcement activities. 

Aims 

To develop young people’s: 

• Understanding of key concepts related to sex, relationships and 

socialising online. 

• Ability to recognise positive and negative behaviours.  

• Knowledge of how to access information, advice and guidance including 

from the CEOP Education website.   

Resources 

• Copy, cut out and shuffle a copy of either the 11-13s or 14+ Dominoes  

for each small group.  

• Young people need access to an internet enabled device. 

Instructions 

1. Write up ‘The internet, relationships & you’. Ask the group to create a 

‘Word cloud’ by calling out as many words as they can think of associated 

with the slogan for the CEOP Education site. You can decide whether to 

keep this activity verbal or write it up. Be alert to any signs of confusion 

about the content of the site and make sure young people are aware that 

the website has information to protect young people from online sexual 

abuse.  

2. Explain that they are about to play a game which will test their knowledge 

of key vocabulary used on the site. Give them five minutes, in small 

groups, to explore the site and ‘revise’.  

3. Provide each group with a set of dominoes and explain that their task is to 

arrange the dominoes. 

4. Organise young people into groups and provide each group with a 

shuffled set of dominoes. 

5. Give groups ten minutes to create a chain by arranging the dominoes so 

that each question is followed by a correct answer, beginning with the 

‘START’ card. To create a sense of urgency, you could find and display an 

online stopwatch. 
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6. Each group should nominate one member to keep a note of any queries 

or disagreements that arise as the activity progresses. 

7. As they work, circulate, offer support and address any misunderstandings. 

8. When groups have finished, ask each question and get a verbal response 

to check understanding. 

9. Ask each group to share questions the activity raised for them, or issues 

they could not agree on. Respond by consolidating key concepts and 

safety messages, and addressing any misunderstandings. 

10. Close the session by reminding young people how to access support from 

Childline and report to the CEOP Safety Centre.  

Alternative activity (practical): 

Human dominoes for 12 students or fewer. 

• With the cards in order, keep as many cards as there are young people 

(starting from the START domino) and put aside the remaining ones. 

• Ask young people to stand in a circle, shuffle the dominoes and give them 

one each. The young people with the ‘Start’ card reads the first question. 

Ask who has the answer. 

• Take all suggestions, then agree the correct answer as a group. The young 

people with the correct answer moves to stand to the right of the 

questioner, and then reads their own question… and so on. Challenge the 

group to get faster and faster as you go along. 

 

  

http://www.childline.org.uk/
http://www.ceop.police.uk/safety-centre
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START 
What is sexual 

abuse? 
  

Sexual abuse is when 

someone is pressured, 

forced or manipulated 

into any form of sexual 

activity with an adult or 

another young person. 

Sometimes this happens 

in relationships and it is 

never ok. 

What is 

physical 

abuse? 

Physical abuse is 

when someone 

hurts you physically 

in any way, including 

punching, kicking, 

hitting, slapping or 

pushing you around. 

Sometimes this 

happens in 

relationships and it 

is never ok. 

What is 

emotional 

abuse? 

  

Emotional can be 

restricting your 

freedom;  controlling 

your behaviour; saying 

horrible things to you; 

humiliating you and 

putting you down; 

isolating you from your 

friends. Sometimes this 

happens in relationships 

and it is never ok. 

What are the 

qualities of a 

healthy 

relationship? 

Communication, 

respect, best 

interests, trust and 

equality are qualities 

that should be 

present in every 

relationship. 

  

How can you 

tell if 

someone isn’t 

who they say 

they are 

online? 

  

It can be hard to know 

who you are talking to 

online. Some signs they 

aren’t being truthful 

about who they really 

are could include: they 

don’t want to video chat, 

they sound too good to 

be true, or they don’t 

want you to tell anyone 

about them. 

Can I meet 

my online 

friend in 

person? 

Handout 10: 11-13 Dominoes 
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It’s important to be 

cautious when you 

plan to meet an 

online friend in 

person for the first 

time, in case they 

aren’t who they say 

they are. Before you 

agree to meet up 

with them, you 

should talk to an 

adult you trust so 

they can help you to 

do this in a safer 

way.  

What is a 

‘positive 

bystander’? 

  

Someone who chooses 

to do something to try 

and help or stop the 

situation. Other names 

for this are being an 

‘active bystander’ or an 

‘ally’. 

What can 

somebody do 

if someone on 

social media is 

posting 

horrible 

comments 

about me? 

You should tell an 

adult you trust if 

anything online is 

making you feel 

worried or upset. 

You can also report 

or block the person 

on the social media 

platform to stop 

them doing this. 

What is 

catfishing? 
  

When someone creates 

fake profiles online and 

pretends to be 

someone else. They 

will often change their 

name, use someone 

else’s photographs, 

and can create an 

entirely new and fake 

identity. 

What can you 

speak to 

Childline 

about? 
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You can contact 

Childline about 

anything. No 

problem is too big or 

too small. Whatever 

your worry, it’s 

better out than in. 

What can 

somebody do 

if someone 

online is 

putting them 

under 

pressure to 

do something 

sexual? 

  

They should contact 

CEOP. CEOP help to 

protect young people 

under 18 from sexual 

abuse and grooming 

online. 

What can 

somebody do if 

they are 

worried about 

something and 

don’t have 

anyone to talk 

to about it? 

They should contact 

Childline. Childline is 

a free and 

confidential helpline 

for children and 

young people under 

19. 

END    
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START 
What is sexual 

abuse? 
  

Sexual abuse is when 

someone is pressured, 

forced or manipulated 

into any form of sexual 

activity with an adult or 

another young person. 

Sometimes this happens 

in relationships and it is 

never ok. 

What is 

physical 

abuse? 

Physical abuse is 

when someone 

hurts you physically 

in any way, including 

punching, kicking, 

hitting, slapping or 

pushing you around. 

Sometimes this 

happens in 

relationships and it 

is never ok. 

What is 

emotional 

abuse? 

  

Emotional can be 

restricting your 

freedom;  controlling 

your behaviour; saying 

horrible things to you; 

humiliating you and 

putting you down; 

isolating you from your 

friends. Sometimes this 

happens in relationships 

and it is never ok. 

What are the 

qualities of a 

healthy 

relationship? 

Communication, 

respect, best 

interests, trust and 

equality are qualities 

that should be 

present in every 

relationship. 

  

How can you 

tell if 

someone isn’t 

who they say 

they are 

online? 

  

It can be hard to know 

who you are talking to 

online. Some signs they 

aren’t being truthful 

about who they really 

are could include: they 

don’t want to video chat, 

they sound too good to 

be true, or they don’t 

want you to tell anyone 

about them. 

Can I meet 

my online 

friend in 

person? 

Handout 11: 14+ Dominoes 
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It’s important to be 

cautious when you 

plan to meet an 

online friend in 

person for the first 

time, in case they 

aren’t who they say 

they are. Before you 

agree to meet up 

with them, you 

should talk to an 

adult you trust so 

they can help you to 

do this in a safer 

way.  

What is a 

‘positive 

bystander’? 

  

Someone who chooses 

to do something to try 

and help or stop the 

situation. Other names 

for this are being an 

‘active bystander’ or an 

‘ally’. 

What can 

somebody do 

if someone on 

social media is 

posting 

horrible 

comments 

about me? 

You should tell an 

adult you trust if 

anything online is 

making you feel 

worried or upset. 

You can also report 

or block the person 

on the social media 

platform to stop 

them doing this. 

What is 

consent? 
  

Consent, in simple 

terms, means to agree 

to something. 

When applied to sex, 

sexual consent means 

to agree to engage in a 

sexual activity, with full 

understanding and 

capacity. 

What can you 

speak to 

Childline 

about? 
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Unwanted sexual 

content can include 

being sent or shown 

naked or semi-

naked images 

(nudes), receiving 

sexual messages, or 

being sent links to 

sexual videos like 

adult pornography 

without you 

consenting to it. 

What can 

somebody do 

if someone 

online is 

putting them 

under 

pressure to do 

something 

sexual? 

  

They should contact 

CEOP. CEOP help to 

protect young people 

under 18 from sexual 

abuse and grooming 

online. 

What can 

somebody do 

if they are 

worried about 

something 

and don’t 

have anyone 

to talk to 

about it? 

They should contact 

Childline. Childline is 

a free and 

confidential helpline 

for children and 

young people under 

19. 

END    

 


